The long-term vision for modernization of power management and control systems, smart grid, is rather complex. It comprises several scientific traditions: supervisory control and data acquisition systems, automation systems, information and communication technology, safety, and security. Integrating information and communication technology systems and power management and control systems causes a need for a major change regarding system design and operation, in which security controls are required and implemented, and how incidents are responded to and learned from. This paper presents concerns that need to be addressed in order for the implementation of smart grids to succeed from an information security point of view: a unified terminology, a fusion of cultures, improved methods for assessing risks in complex and interdependent systems, preserving end users' privacy, securing communications and devices, and being well prepared for managing unwanted incidents in a complex operating environment.
INTRODUCTION
Smart grids will result in increased instrumentation for monitoring and control in the low voltage distribution grid, distributed generation (micro wind turbines, solar panels, etc.), energy storage, and electric vehicles. The parts of the grid that include generation and high-voltage transmission of power are already modernized and do not need such large-scale investment in order to meet future demands. The distribution grid is the part of the power grid that transmits power from substations to end users such as companies and private households. Figure 1 shows the power grid value chain from the generation, via the transmission and distribution grids, to the end users [1] .
The deployment of advanced metering infrastructures (AMIs) is the first big leap in the direction of the smart grid vision. This allows for automatic reading and gathering of customers' power consumption. The distribution system operators (DSOs) may use this data for both billing and grid management purposes. The customers can be charged more correctly than before; as the prices vary each hour throughout the day, the customers may be rewarded for using less power during the most costly hours. They may receive tariff information through the smart meter as a means to control their own power consumption. This pricing mechanism may contribute to reducing the consumption peaks that are expensive to both the customers and the DSOs. The DSOs will receive close-to-real-time information on power demand and consumption that they can use for managing production and response.
In addition to smart meters, the households may also be equipped with consumer appliances with web interfaces and remote control. The introduction of AMI will contribute to improving the utilization of the power grid, reducing restoration times, and giving users more control over their consumption and bill.
Several countries have started to roll out AMI. In Italy, the large DSO Enel SpA has rolled out AMI to more than 30 million customers, which makes this the largest AMI deployment so far. Canada, the UK, and the Netherlands are other countries that have started, and also, in Norway, there are demonstration and research activities in this area, especially through Demo Steinkjer (Nord-Trøndelag E-verk; www.demosteinkjer.no) and Smart Energy Hvaler (Fredrikstad Energi AS; www.smartenergihvaler.no).
With the AMI comes two-way communication between the DSOs' back-end systems and the customers' smart meters. This implies a tighter coupling between power automation systems and general information and communication technology (ICT) systems.
Power automation systems have traditionally been based on proprietary technologies operating in closed networks. They have been designed to fulfill quite specific purposes and, by many, have not even been recognized as ICT, even though they are indeed a combination of hardware, firmware, and software. The information security objectives have been limited as connectivity and availability have been the most prioritized properties; confidentiality and integrity have not received the same attention. The attack surface has been quite limited as well, mainly because the systems have operated without network connections and they have not been connected to the Internet. Incidents usually occur as a result of hardware failures, and lack of monitoring may make it difficult to identify the exact location of the failure.
Information and communication technology systems, on the other hand, consist of commercial-off-the-shelf technologies operating on TCP/IP networks, and they are usually designed to fulfill multiple purposes. Such technologies are widely used, they frequently have quite open and accessible interfaces, and attackers find it attractive to exploit known and unknown vulnerabilities and cause minor or major damage. Incidents usually occur as a result of software failures, directly or indirectly, and complexity makes it difficult to avoid and detect such failures.
The vision of smart grids imposes the meeting of the two cultures of power automation and ICT. This paper discusses information security challenges ahead and investigates how well current research addresses these challenges. Technical aspects as well as human and organizational aspects are covered, as the success of smart grids depends not only on technological innovations but just as much on changes in work processes, competence, and understanding. Future research and development needs are also pointed out.
The multitude of concepts and terminologies in this discipline is discussed in the following section, before reflections on culture and traditions within both power automation and ICT are provided in Section 3. Special considerations required during risk assessments for smart grids are presented in Section 4, and privacy issues arising with the AMI roll-out are described in Section 5. Existing recommendations for smart grid security architectures are provided in Section 6. Section 7 discusses information security incident management from a smart grid point of view, and examples of real-life information security incidents are provided. Section 9 looks beyond the limitations that information security usually poses and shows expected positive effects of smart grids, before further work is described and concluding remarks are given in Section 9.
CONCEPTS AND TERMINOLOGY
As the power industry is heading towards smart grids, more branches of science and engineering must be involved. There will be a need for new expertise, products, and solutions within fields such as communication infrastructures, hardware and software products and services, and information security solutions. Hence, there is a broad spectrum of Securing smart grids-not just a plain consultancy exercise M. B. Line professionals addressing the topic of power automation systems. However, their approaches differ as they represent different traditions with different world views, cultures, terminology, work processes, and methods. To ensure a common understanding and efficient integration processes, a common terminology has to be established.
Thereafter, there needs to be a common understanding of the business processes and priorities in the power industry. Professionals being new to this industry must be openminded and willing to learn about its traditions and, at the same time, bring in their own knowledge and experience, to enrich the industry. An efficient cooperation can then take place when this succeeds, when the main priorities are agreed upon and all professionals manage to contribute with their own specialties.
The system-which system?
There will be a tighter coupling between the power automation systems and ICT systems. But what does this really mean? Which systems are covered by the term power automation systems? And is this term the most appropriate and correct term to use? There are several terms denoting this kind of system; power automation system is one; others are process control systems, control systems, supervisory control and data acquisition (SCADA) systems, distribution management system, energy management system (EMS), and production systems. Professionals working in this domain, performing monitoring and management of these systems in a control room, know what is meant by each of these terms and are able to explain the differences. However, ICT professionals who are now entering the power industry are usually not familiar with such systems, especially not to the level of detail needed in order to be able to "speak the language," which is an essential prerequisite for an efficient collaboration.
Ericsson [2] mainly uses the term power control systems, but he also mentions SCADA/EMS and power system communication systems. The latter refers to the fact that power control systems have been more integrated lately; SCADA systems and substations are now interconnected with other systems, and both a dedicated line and the Internet are used for communication. He does not distinguish between SCADA and EMS, but denotes them together, SCADA/EMS, without explaining what kinds of systems each of them refers to.
Wei et al. [3] use several terms, such as power grid automation systems and power grid automation networks, automation and control systems, SCADA, and power automation systems, but they mainly use the latter. They also include a figure illustrating how the different components and systems are connected. For the purpose of clarification, a similar figure is also presented in this paper ( Figure 2 ). It shows a typical architecture for power automation systems, all systems related to monitoring and operation of the power grid. SCADA/EMS denotes the part of the system that is operated from a control room. One control room can manage several substations and also be connected to other control rooms. The upper part of the figure shows the corporate systems, which consist of what is usually denoted as regular ICT systems. Figure 2 . A typical power automation system. SCADA, supervisory control and data acquisition; EMS, energy management system; HMI, Human Machine Interface; IED, Intelligent Electronic Device.
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Datta Ray et al. [4] speak of industrial control systems (ICSs), power grid control information systems, and power grid operation systems. They distinguish between operations technology (OT) and information technology (IT), and also denote these two systems as control systems and IT systems, and legacy systems and corporate IT systems. Their message would be clearer if they could stick to one set of terms and, if necessary, mention alternative terms in the beginning. At least, they state early in the paper that they will use the terms OT and ICS interchangeably. Khan et al. [5] speak of SCADA and distributed control system, but do not explain the differences or connections between these two.
For an ICT professional, it may seem like distribution management system, EMS, and SCADA are all parts of the larger power automation systems. However, it is not quite clear how they are connected and/or integrated. Process control systems and production systems are general terms used in several industries. Hence, they denote similar systems as the term power automation systems, but the latter is industry specific. Therefore, throughout this paper, the term power automation systems will be used to denote all systems and functionalities operated from the control center and substations related to management of the power grid, in accordance to Figure 2 .
The terms administrative systems and corporate systems are often used as a counterpart to the power automation systems. They include all ICT systems needed to operate the corporate parts of the DSO: project management, contracts, financial information, human resources, and the like. Usually, the terms ICT and IT are used interchangeably, where both denote systems that are based on TCP/IP/Ethernet technologies. The term ICT systems will be used throughout this paper.
Security comes in many flavors
The term security is subject to several different interpretations depending on who are the sender and the receiver of the message. In the field of computer science, security usually means information security; although it could also denote the more limited concepts of computer security or network security. The term cyber security is used in some contexts, usually related to automation and control systems. This is a term that is not explicitly defined by International Organization for Standardization/International Electrotechnical Commission (ISO/IEC) 27000:2009 [6] , which is the standard defining the most relevant terms within information security. However, in the literature, it seems like cyber security is a constructed term that mixes the fields of cybernetics and computer security, and hence, is widely used to denote ICT security in control systems.
Information security comprises the three attributes of confidentiality, integrity, and availability [6] . Also, the properties of non-repudiation, authentication, audit, and privacy are associated attributes, without them being part of the well-established definition. An information security event is defined to be an identified occurrence of a system, service, or network state indicating a possible breach of information security policy or failure of controls, or to be a previously unknown situation that may be security relevant [6] . Then, an information security incident is defined as a single or a series of unwanted or unexpected information security events that have a significant probability of compromising business operations and threatening information security [6] .
A related term to security is dependability, which usually describes the inability of a system to affect its environment in an undesirable way. The main purpose of dependability mechanisms is to protect life, health, and the environment from damage. It is also regarded as protection against random incidents [7] . Security, on the other hand, can be seen as the inability of the environment to affect the system in an undesirable way [8] , or as protection against intended attacks. However, an incident compromising a system's security can lead to the system acting in an unfortunate way, and a security breach can cause a dependability breach. The two properties dependability and security are closely connected and need to be addressed accordingly. Traditionally, the power grid has been more concerned with dependability than security. With the introduction of smart grids, where ICT systems will be a critical component, security issues need to be considered.
The fields of dependability and security have different terminologies. As an example, a dependability breach may be denoted as a fault or an accident. Security breaches, on the other hand, may exploit what are denoted as errors or bugs. A safety hazard may correspond to a security threat. Avizienis et al. [9] thoroughly present concepts and taxonomies of dependability, which they see as a property that includes safety reliability, availability, integrity, and maintainability. They compare these to the field of security, which they see as quite related, but still different from, dependability, as it includes confidentiality, availability, and integrity, as also defined by ISO/IEC 27000 [6] . There are substantial differences when it comes to methods and methodologies between the two fields of dependability and security. Please refer to Line et al. [8] for an overview of common methods within each of the fields, including an analysis of similarities and differences.
Power security, on the other hand, is a quite different concept from information security. It usually refers to the ability of providing energy to customers. There is a certain parallel to the property of availability for ICT systems, but these two should still not be mixed up. It is therefore important to specify what kind of security one refers to. In this paper, information security is the main concern, and it will be denoted as information security, not just security, to make sure that confusions are avoided.
Current standards and guidelines
Several standards and guidelines exist that deal with different aspects of information security. Governmental organizations, academic institutions, industry, and interest groups are among the publishers. Two of the most recognized publishers are ISO (www.iso.org), cooperating with the IEC (www.iec.ch), and the National Institute of Standards and Technology (NIST; www.nist.gov) at the U.S. Department of Commerce.
The ISO/IEC has published a set of standards and documents on information security matters in their 27000 series. Topics include information security management system, risk management, measurement and metrics, incident management, and network security. Cyber security and application security are two of the topics that are planned for the near future. It is natural to assume that the area of smart grids should be well suited for such joint standards.
Among the broad collection of documents from NIST, it is worth mentioning their Computer Security Incident Handling Guide [10] , Guide to Industrial Control Systems Security [11] , and Guidelines for Smart Grid Cyber Security [12] [13] [14] . As such, NIST considers security requirements for automation systems from an information security point of view, which is an important contribution in bringing information security expertise into the world of automation. In a survey of 104 energy security professionals [15] , more than 70% of the respondents stated that security has not been adequately addressed in smart grid deployment and that smart grid security standards move too slowly to keep pace with smart grid deployment.
The aforementioned set of standards give directions on how information security could be organized, and a set of baseline requirements to both organizational and technical aspects. The general information security standards should indeed be adapted to a smart grid setting.
CULTURE AND TRADITIONS
Power automation systems and ICT systems have traditionally been operated separately. There have been limited, if not zero, logical connections between them, and they have served quite different purposes. The staff operating the two systems tend to have different backgrounds: electric power engineering and computer science. The technology bases are different and so are management routines. Wei et al. [16] point at four major differences between the power automation systems and ICT systems:
• Security objectives: whereas ICT aims at integrity, confidentiality, and availability, in that order, power automation is first and foremost concerned about human safety, before continuous operation and protection of physical components. • Security architecture: whereas ICT has the central server with the highest security level in the middle of the network, power automation needs to protect all edge nodes just as well as the central control systems. • Technological base: the variety of systems in use in ICT is limited compared with the number of proprietary systems and technologies used in power automation. • Quality-of-service requirements: whereas rebooting is a common way of fixing an unstable office computer, this is not accepted in the power automation system as it results in disruption of operation, which usually has potentially huge financial consequences.
Power automation systems were built to run continuously without interruptions in quite specific operating environments. Information security measures were not among the requirements as there were no relevant threats in that category. Authentication, encryption, and detection of incidents are therefore usually not implemented in typical automation systems nor is the hardware designed with enough memory and processing capacity to support such mechanisms [17] , which calls for new information security mechanisms that are specifically designed to fit the technical properties of power automation systems and still let them fulfill their operational requirements.
Incidents affecting power automation systems may however have severe consequences, both to business operation and even to life, health, and the environment. Such consequences are usually more associated with safety than security, and hence, the systems have been designed to meet safety requirements. This is also what characterizes the mindset of the staff operating power automation and distribution systems.
Fabro et al. [18] stress the need for understanding of cyber security as a fundamental condition for successful implementation of smart grids: "(. . .) Without properly understanding the inherent risk in the Smart Grid, we risk either abandoning an exceptionally promising solution for energy issues or deploying a system that could be the Achilles heel of any industrialized nations critical infrastructure."
Information security culture
Power automation staff are used to their proprietary systems not being connected to any external network and hence not used to think about the outside world as a possible threat towards their systems. They do not even necessarily recognize their systems as actually being ICT. ICT staff are used to computers failing from time to time, needing a reboot before they work all right again. Downtime is unfortunate, but sometimes necessary, and does not always have large financial consequences, especially not if it is planned. Testing and installing patches are quite common. In power automation, testing and installing patches are extremely difficult as they most probably lead to some downtime. If it works, do not touch it, is a tacit rule of thumb, which results in large parts of such systems being outdated and unpatched, and hence, vulnerable to a great number of known attacks.
Recognizing an information security incident is difficult if one is not trained for it. Experiences from the oil and gas industry show that a computer may be unstable for days Securing smart grids-not just a plain consultancy exercise M. B. Line and weeks without anyone recognizing it as a possible virus infection [19] . Ensuring that the organization detects and handles such an incident is a cultural challenge just as much as a technical one. Even vendors of hardware and software within the domain of automation and control have a challenge ahead regarding information security culture. Information security needs to be a fundamental property of all products entering a networked environment, and vendors must accept their responsibility in these matters. They should ensure that their engineering processes include information security features from the beginning. In addition, they need to learn to appreciate feedback that they may have on vulnerabilities and bugs. Govindarasu and Hahn [20] discuss what the power industry has to learn about such vulnerability disclosure. There are some competent computer analysts out there testing software systems for flaws and vulnerabilities, merely because they think it is challenging and fun. Their purpose is usually not to misuse the weaknesses they might discover; they rather notify the system owner or system developer and give them the chance to fix the problems within a reasonable time frame before they eventually publish information on it to the public. This method is usually referred to as "responsible disclosure" [21] . Vendors should embrace such feedback rather than ignore it, as it is better to know about the vulnerabilities and be able to fix them, than experiencing directed attacks where the vulnerabilities are exploited.
Academia-islands of disciplines
In academia, there are quite clear divisions between departments such as computer science, electrical engineering, cybernetics, and electric power engineering, all of which need to be actively participating in the smart grid evolution. Such divisions are reflected in organizational structures, research projects, scientific publications, and teaching. When students graduate, they carry with them this mentality of isolated scientific traditions, and their future employers are most likely organized like the universities, with the same types of clear divisions. Also, there are differences between the disciplines regarding terminology, culture, and methods. Obviously, this challenges the success of smart grids, which depends on successful scientific and professional cooperation.
The industry is forced to integrate experts from different areas and minimize these established divisions. They have already realized that they will not succeed with their smart grid deployment without such collaboration. Academia, both universities and research institutions, needs to strive to overcome their existing divisions as well and overcome the multidisciplinary challenges to take part in the smart grid evolution.
Both computer scientists and electrical engineers contribute with papers within the domain of information security in smart grids. The authors' background has a great influence on which terminology is used in a paper. In many cases, it seems like the audience is assumed to be from within the same scientific area as the author. Authors should rather take into account that readers may have a different background than themselves and that several terms and concepts may have different meanings within different scientific fields. Within the topic of smart grids, experts from a broad range of scientific fields share the interest of reading each other's work. Papers should be written for a broader audience; hence, one should always specify concepts and terms to make sure that there will be no misunderstandings or room for personal interpretations, as discussed in Section 2.
Several scientific papers claim to present information security challenges or research related to smart grids. However, in many cases, the results are not really smart grid-specific. The authors just state that the results are applicable for the smart grid domain as well as the domain that was originally the objective of the research. This might very well be true but needs to be thoroughly justified. As the smart grid area is still quite new, papers that try to adapt well-known results from one area into this new one can be quite useful. As time goes by, it is expected that more research will be carried out with smart grids as the main focus. Results from this research will have more impact and provide more value than many of the papers published up till now.
RISK ASSESSMENTS
Several methods and tools exist to support risk assessments, some lightweight and some more comprehensive. Performing a comprehensive risk assessment may seem like an ordeal; therefore, it is usually a good idea to start with a high-level assessment to have a first impression of the system and the main threats and vulnerabilities. Then, some of the most interesting findings could be further elaborated through a more detailed assessment. The first phase of any risk assessment is to clearly define the object of consideration: which parts of the systems should be assessed and which parts should be left out. Figure 3 [22] shows a conceptual model of the AMI, where the smart meter in a private home communicates directly with the front-end system at the DSO or via a concentrator in a substation. Different communication technologies can be used, depending on what is available and most suitable in the specific geographical area. Such a figure is a sufficient starting point for a high-level risk assessment. The next steps include identifying technical interfaces, possible technologies, participating actors, and preferably a set of scenarios or use cases for the system in focus. Thereafter, the assets of the systems (the values, what is to be protected) should be identified before threats (what can cause an incident) and vulnerabilities (what makes the system susceptible for the threats) are described.
Possible consequences from an incident should then be documented. The resulting risk is then a product of the consequences and the probabilities of occurrence of unwanted incidents. This describes a regular risk assessment for any ICT system in general.
Cross-sectorial interdependencies
For each ICT system, there are usually some characteristics that need special attention. For the smart grids, there is the property of dependence. The power supply will depend just as vitally on ICT systems as ICT systems already vitally depend on power supply. As an example, an information security breach to the power automation systems may cause power outage. This outage may also affect the same power automation systems and put them out of function. Naturally, there should be extra power supply available, but it is quite important that this redundant supply last long enough to ensure availability for the power automation systems during a crisis. This two-way dependence must be recognized as it requires some extra thought when performing risk assessments. Methods exist that support such cross-sectorial assessments, as Kjølle et al. describe in [23] .
Datta Ray et al. [4] discuss risk management approaches specifically tailored for smart grids. They recognize the challenges of studying ICT systems and power automation systems combined and provide a set of methods for modeling threats and vulnerabilities. They refer to the well-known models STRIDE for classification of the following threats [24] :
• spoofing, • tampering, • repudiation,
• information disclosure, • denial of service, and • elevation of authority or privilege; and DREAD; for classification of the following vulnerabilities [24] :
• damage potential, • reproducibility, • exploitability, • affected community, and • discoverability.
However, they still point out the need for more research in the area of risk assessments for smart grids in order to obtain adequate support for viewing ICT systems and power automation systems in a correlated manner.
Measuring risks
The total cost for information security includes both investments on preventive mechanisms and financial consequences of unwanted incidents, both damage, and repair and recovery. These two need to be balanced. Standardized methods for calculating risks would help in determining where to put the investments. ISO/IEC 27004 [25] provides guidance on assessment of the effectiveness of an information security management system and controls. The Securing smart grids-not just a plain consultancy exercise M. B. Line standard supports the requirements described in ISO/IEC 27001 [26] . It describes how attributes can be quantified and converted into indicators tailored for decision making. Some research effort has been put into the topic of measuring risk and modeling vulnerabilities in smart grids as well. Hahn and Govindarasu [27] present a framework for analyzing the exposure of cyber attacks in a smartgrid. Their framework is based on access graphs, which relate to attack trees and attack graphs-techniques that are commonly used in vulnerability modeling. Each component and interface of a system is represented as nodes, and the edges represent possible ways for an attacker of entering and leaving nodes. Each edge is weighted, and the weight is set based on the level of effort that is needed to compromise that edge. The weights can be recomputed after a change to any security mechanism is performed to see how this change affects the total vulnerability of the system. Determining the weight, however, is no exact science, but some estimates would at least show which edges are more prone to be exploited than others. A general problem with access graphs, just like attack trees and attack graphs, is that it is almost impossible to include all possible attack vectors. Also, only known vulnerabilities can be used for modeling, which leaves out zero-day vulnerabilities, existing vulnerabilities that are not yet discovered. Zero-day vulnerabilities represent a great problem, as it might be attackers that make the first discovery. Ten et al. [28, 29] have done quite extensive research in the area of measuring risk using both generalized stochastic Petri nets and attack trees for modeling vulnerabilities in and attacks to SCADA systems. Negrete et al. [30] present a method for evaluating the financial impacts of cyber attacks. They use a four-layer structure: physical network, communications/control, commodity market, and cyber security. The latter is the top layer, representing investment alternatives and upgrades to the security on the communications/control layer. It does not seem obvious why the cyber security layer is the top layer, as it might relate closely to the first two layers. Still, the authors show how the impacts of attacks change depending on different levels of security investments. The impacts may also be time variant, as an attack at noon may have different consequences for the market than an attack at midnight.
Research approaches like these are praiseworthy attempts on using metrics for evaluating information security in smart grids, which is indeed a challenge. However, theoretical models and methods may seem like great ideas when initially described, but there is a lack of scientific papers thoroughly evaluating the actual use of such metrics more extensively than just as a proofof-concept. There are some fundamental challenges that need to be overcome in order to make measurements work in practice. In some areas, estimating probabilities of occurrence of unwanted incidents is a mathematical or statistical exercise. For ICT systems, this is a complex and often impossible exercise [17] . Attackers' possible goals and strategies should be thoroughly considered, but it can be quite hard to grasp all their capabilities and motivations. The probability of someone wanting to attack a nation's power system may change from one day to the next because of political circumstances. Smart grids are just as complex as ICT systems alone-complex interdependencies in infrastructure combined with (quite often) incomplete documentation of systems and several possible threats. Probability estimation based on an experienced gut feeling may actually be the best possible alternative.
Another issue is ease of use. Implementing yet-anotherprocess requiring personnel resources, documentation, a management system and attention from top management can be quite difficult to go through within an organization. Lightweight, not time-consuming, efficient, giving value, these are all properties of importance when designing the optimal measurement protocol.
ICT security threats-what's new?
In general, threats to ICT systems are well known, and there exist several well-known and well-functioning countermeasures. Limitations of these countermeasures are also well known, as well as how they still can be quite successfully implemented. If this was not the case, large-scale hacker attacks would succeed every day, resulting in totally unusable ICT systems and a major slowdown in efficiency in a large part of industry and public services worldwide.
Well-known threats and attacks are however continuously improved (from the attackers' point of view) to hit new types of computer systems, such as automation and control systems. The trend of connecting such systems to the Internet makes them vulnerable to attacks that can be remotely executed. With offline systems, the attacker needs to have physical access to the target systems in order to execute an attack. With online systems, targeted attacks can be executed from anywhere in the world. Also general, untargeted attacks may hit all kinds of systems as long as they are online. Implementing all possible information security measures is never an optimal solution. This is quite costly and will not be worth the investment. Obtaining 100% security should therefore not be a goal but rather determining an appropriate level of security and implementing the measures needed to obtain this is far more realistic. Determining an information security level corresponds to determining what are the acceptable risks, and then being prepared to manage unwanted incidents.
PRIVACY
With the old metering technologies in place, each household reads their meters quarterly or monthly and reports to the utility company for billing. With the new smart meters implemented, the utility companies will automatically receive measurements collected much more frequently, several times a day. For billing purposes, hourly readings are needed, but for grid management purposes, the DSOs can make use of Securing smart grids-not just a plain consultancy exercise M. B. Line per-minute readings or even per-second readings. These are huge amounts of data related to each household. Usage data must be kept confidential as they can tell a lot about the lifestyle and habits of the specific household. In its most simple form, it will clearly show when someone is at home and when the house is empty [31] .
One week of readings will give quite clear indications on when the house will be empty during the next week, which is interesting information for someone planning robberies. More detailed readings can reveal information on which activities take place inside the house, as many household appliances have unique signatures that can be read from fine-grained metering data [32] . Such information can be of interest to house robbers looking for a specific TV or other specific household appliances; to commercial advertisers, who can personalize their messages and products when they know their receivers' habits; to the police, as certain criminal actions such as growing cannabis plants will leave their own fingerprint in the usage data; to employers wondering whether their employees are skipping work; and to insurance companies doing research on their customers before paying compensations. There is no doubt that usage data must be protected from unauthorized inspections, and there must be clear rules and guidelines in place describing what this data may be used for and who should have access, as there is for other similar large-scale collections of personal information, such as money transactions, phone calls, and broadband usage.
Much research is being carried out within the area of privacy in the smart grid, and then especially related to smart metering, as this is the area where the main privacy challenges arise.
Protection of consumption data
Non-intrusive appliance load monitoring techniques [32, 33] can be used for decoding energy consumption data into which individual household appliances are in use. A reading frequency of 15 min can identify some of the most common appliances. An increase of the reading frequency will increase the accuracy of appliance identification. Efthymiou and Kalogridis [34] suggest a method for overcoming this privacy issue by giving each smart meter two different IDs: one anonymous ID, which is used for the most frequent metering reports used for management and network control purposes, and one known ID, which is associated with the household and used for billing purposes. Assuming that the anonymizing process including key and certificate exchanges and the suggested escrow third party can be trusted, this method will contribute to preservation of privacy, as the most frequent readings will be anonymized and hence not possible to track back to a specific household.
However, the utility companies are interested in knowing more than just the total energy consumption from each meter. For production planning and grid management, they find it quite useful to know what kind of household each meter reading belongs to. Fhom et al. [35] address this privacy issue by suggesting a different approach, introducing a user-centric privacy manager that allows each individual customer to control which and how much information is disclosed to which other smart grid parties. A smart energy gateway (SEG) should be the node connecting each home, including smart appliances and the meter itself, to the power supplier, distribution network supplier, billing provider, and other relevant actors. Each purpose, or functionality, will be represented by a corresponding software agent on the SEG, and the security architecture of the SEG should support secure multiplexing access to physical resources so that the different software agents would not interact in unfortunate and unsecure ways. Introducing such a privacy manager would give the end users access to inspect what kind of data is actually collected and by whom, including the possibility of having a certain amount of control over this data collection. This would provide a degree of transparency, which is not present today.
It should be carefully considered whether users would be interested in controlling their own privacy. Some should rather be protected from themselves, from being able to perform unfortunate choices. The majority of end users will most probably not be able to understand their privacy exposures and even less able to understand how to mitigate them. The services provided must therefore be privacypreserving and trusted by default; the principle of privacy-by-design should be followed at all times during development and in operation, such that the customers do not have to be concerned about their own privacy.
In June 2011, the European Data Protection Supervisor (www.edps.europa.eu) provided an Opinion on the Commission Recommendation on preparations for the rollout of smart metering systems [36] . He recommends that consumers should not be forced to install a smart meter if they do not want the advantages of time-of-use tariffs. Alternatively, the functionalities of granular readings and the remote on/ off control should be disabled as a default setting, and an informed consent must be given before they are enabled.
This idea follows the privacy-by-design principle and lets the consumer choose whether he allows a privacyinvasive method being used for correct billing or accepts the risk of paying higher bills than strictly necessary. The DSOs would however still want to have more accurate readings than today in order to ease and increase the quality of grid management. Two methods to consider in this matter are to keep the reading frequency lower than every hour; it might suffice to read once or twice a day. If more detailed readings are strictly needed, meter data should be anonymized and preferably aggregated in order to preserve the privacy of the consumers.
Use of consumption data
Legislation on protecting personal information varies in different countries. In some countries, it is sufficient to notify the owner when the terms or purposes of use change, as opposed to ask for consent. The US-based NIST has provided guidelines for privacy and the smart grid [13] , Securing smart grids-not just a plain consultancy exercise M. B. Line where they discuss the concept of privacy and how smart grids may pose privacy challenges. The guidelines contain recommendations for mitigations of smart grid privacy issues as well, and the intended readers include all entities that are involved with personal information related to smart grids in some way. A European Union (EU)-initiated Task Force on Smart Grids has also identified recommendations for data handling, data security, and data protection [37] . They provide an overview of the European legislation, identify potential risks in the handling of personal data, discuss data and access rights, and analyze how such issues should be handled. They also criticize the NIST report and state that it is too much based on end users' consent; the task force would rather see clear regulations on what kind of data may be collected and for which purpose. In Norway, the Personal Data Act [38] is quite clear in stating that personal information may only be collected for specified purposes, and the owner of the information shall be informed and asked for consent if the collected information is to be used for other purposes than first planned. The data owner has the right to refuse, and an acceptance needs to be actively granted, as opposed to a tacit acceptance. The Norwegian Data Inspectorate has provided a guide specifically related to personal data in connection with smart metering [39] . This guide is intended to help the DSOs to fulfill the requirements stated in the Personal Data Act.
The European Data Protection Supervisor is looking into whether further legislative action is needed on an EU level. He would specifically like to see more guidance on retention periods and recommends that the use of privacy-enhancing technologies and similar techniques for data minimization is made mandatory. He also points out that each consumer should have direct access to their energy usage data.
Guidelines and recommendations from institutions like NIST and EU-initiated working groups, in addition to data protection supervisors and data inspectorates, are indeed necessary for helping DSOs and other parties in preserving consumers' privacy when implementing smart metering. Privacy is an important principle that should not be sacrificed for the interest of efficiency and new technological possibilities and solutions, and having the consumers' trust is essential for smart grids to be a success.
Large amounts of personal information have been stored for a long time by several actors; securing such storage can be obtained without large research efforts. However, research is needed to fully investigate how the privacy-by-design principle can be followed in practice when developing smart meters and implementing an AMI. The development and use of privacy-enhancing technologies, anonymization, aggregation, and possibly new and still unknown techniques are indeed required.
SECURITY ARCHITECTURE
A thorough modernization of the aging power grid infrastructure implies the need for an appropriate information security architecture. In each device, the communication channels and the interfaces between them need to be secured, privacy issues for the consumers must be addressed, the strategy of defense-in-depth should be obeyed, and the large geographical spread of the network must be carefully taken into account. Both a high-level holistic view and indepth focused investigations are needed in order to decide on an appropriate information security architecture.
The operational requirements governing power automation systems today cannot be circumvented. Performance must be maintained; continuous operation as well; and the properties of hardware and software already in use must be regarded when designing new mechanisms, as described in Section 3.
The worldwide approved ISO standards represent the best starting point. They could be supplemented with the comprehensive documentation published by NIST-a set of guidelines on smart grid cyber security strategy, architecture, and high-level requirements [12] . Their architecture includes a set of domains, a high-level view on actors, and a logical reference model for the smart grid, in addition to a thorough list of high-level information security requirements. The Advanced Security Acceleration Project has provided a more focused document, describing a security profile for AMI [40] . It addresses the complete AMI from the smart meter at the consumer's side to the meter data management system at the DSO's side. This documentation is also quite comprehensive and is aimed for organizations developing or implementing AMI solutions. These reports describe current good practice, although local adaptations of the recommendations, based on risk assessments and actual incidents, if any, are needed when they are put into use.
Ericsson [2] describes how the power automation grid started out as "islands of automation" and became more integrated as time went by. The utility companies have been asking for more openness-commercial-off-the-shelf products and more integrated systems. This seems to be the future for the power industry. Ericsson suggests to decouple the operational SCADA/EMS system from administrative systems to ensure an appropriate information security level. This, however, is a step backwards and does not appear as a future-oriented solution. He then discusses the approach of studying SCADA/EMS systems in terms of domains, where business operations are grouped together and each domain has an information security policy, a set of requirements, mechanisms, and one responsible "authority". It is claimed that this will ensure a minimum security level for all systems within the same domain.
Wei et al. [16, 3] propose a novel security framework for power grid automation systems. This is designed to meet the requirements of integration in a non-intrusive fashion, performance in terms of modularity, scalability, extendibility, and manageability, and also alignment to the Roadmap to Secure Control Systems in the Energy Sector [41] . The framework consists of three layers (power, automation and control, and security), and the three major conceptual components in the framework are as follows:
• Security agents: protection at the networked device level, firmware or software, access control, and IDS.
• Managed security switch: for protection of bandwidth and prioritizing of data, used across the automation network. • Security manager: in the center of the power automation network, a security agent master; obtains and downloads patches to security agents, and collects data from agents.
Test results show that the security agents did not imply significant reduction of performance on SCADA communication, some vulnerabilities were mitigated or partially mitigated, and the IDS reported some findings.
Boroomand et al. [42] address the topic of deciding the optimal level of automation in a SCADA setting, thereby mitigating cyber security risks. The authors motivate their work by pointing out the new security challenges following the implementation of smart grids, where security and reliability are not always aligned. The concept of varying the level of automation based on current threat level is intriguing, and finding the optimal balance between human responsibilities and automatic processes also related to incident detection and response is an interesting idea. However, it is not always the case that a system based on human decisions and actions is more secure than fully automated systems, as it seems to be assumed by the authors. Humans make mistakes, and the higher complexity of the system and tasks, the higher probability for wrong decisions or at least minor mistakes, which in the worst cases may have quite severe consequences.
Proving that certain information security mechanisms do not affect SCADA performance is a rather hard exercise. Performing tests and evaluations in smaller lab facilities may show good results, but the real world is usually a bit more complex than what we manage to set up in the lab. Also, some of the stated operational requirements are difficult to test extensively no matter how realistic the test facilities are.
INCIDENT MANAGEMENT
Potential computer break-ins, industrial espionage, malware attacks and denial-of-service attacks are some of the threats to ICT systems that companies face today. As smart grids are complex systems consisting of complex power grids that interact with equally complex ICT systems, these threats will in the near future also be highly relevant for the power industry as well. The ability to appropriately prepare for, and respond to, information security incidents is essential for companies that need to ensure and maintain continuous operation of their systems.
Incident management is the process of detecting and responding to incidents, including supplementary work as learning from the incidents, using lessons learned as input in the overall risk assessments, and identifying improvements to the implemented incident management scheme. ISO/IEC 27035 incident management [43] describes the complete incident management process. This is a fairly new standard (2011) but is based on a technical report that was produced in 2004. The process comprises five phases: plan and prepare, detection and reporting, assessment and decision, responses, and lessons learned. The guideline is quite extensive and will indeed be costly to adopt to the letter, but it is a collection of practical advice, key activities, and examples, and is indeed useful for companies establishing their own security incident organization. The ISO standard addresses corporate systems in general and does not contain any considerations related to power automation systems. There is a need to delve into the standard and adopt it for a smart grid setting, where corporate systems and control systems are connected in different ways.
In their Guidelines for Smart Grid Security (NISTIR 7628), NIST describes a set of high-level requirements for incident response for a smart grid information system [12] . All requirements are however on the governance, risk, and compliance level, and are therefore more high level than what the ISO standard provides. They contain no practical advice; hence, they are more useful in a planning process than during business operation. They also contain no specifics related to the cooperation of corporate systems and control systems. In part 3 of their Guidelines [14] , NIST however points out the need for research on incident response for the cross-domain of ICT and power systems. More specifically, the issues of response and containment, intrusion detection and prevention, and event and impact prediction are emphasized.
NIST 800-61 [10] addresses computer security incident handling, whereas NIST 800-82 [11] contains several recommendations for securing ICSs, including a comprehensive overview of vulnerabilities. The security profile on AMI [40] that contains a large number of security concerns, guidance, and controls related to AMI also includes a separate section on incident response. The requirements are quite high level, similar to those listed in the ISO standard and NISTIR 7628 as well, but at least, they are directly addressing AMI, which is an important part of smart grids.
There are not many scientific papers describing real-life experiences regarding incident management. The Annual FIRST Conference Forum for Incident Response Teams (www.first.org) brings together such expertise worldwide, and one or two presentations each year seem to cover real-life experiences. These presentations are however not publicly available afterwards. A large amount of available publications from relevant venues are concerned with the technical reporting systems in use, vulnerability registration, establishing response teams, and computer forensics-topics that are indeed relevant but not as interesting as experience papers would be. Metzger et al. [44] present their real-life experiences, covering the complete process from detection, response, reporting, and even some short notes on how lessons learned were used in the improvement process at the end of the incident handling cycle.
Hennin described in 2008 the Cyber Attack Alert Tool project [45] that aimed at developing an industry standard protocol for sharing information about control system Securing smart grids-not just a plain consultancy exercise M. B. Line cyber incidents across all critical infrastructure sectors. The project idea seemed promising, as it was going to focus on early warnings, as opposed to the Repository of Industrial Security Incidents (www.securityincidents.org) database, which contains reports written in the aftermath of incidents and where a quite costly membership is required to gain access. However, it has turned out to be difficult to find papers describing results from the Cyber Attack Alert Tool project, so it is not known whether the project led to a breakthrough.
Although standards and recommendations exist on the area of incident management, also with respect to smart grids, there is a lack of documented research and experience related to managing incidents in an operating environment where automation systems and ICT systems are closely integrated. An efficient incident management process is just as important as technical information security measures when continuous operation is a governing requirement.
Real-life incidents
Information and communication technology security incidents are indeed not science fiction, they are already happening. During the last 10 years, there have been several examples of power outages or other types of damage to automation and control systems caused by hackers, untrusted employees, or software failures. The most famous attack up till now is Stuxnet [46] [47] [48] , which appeared during summer 2010 as an advanced piece of malware created to target ICSs. Such systems have been attacked before, but not with this kind of specifically designed malware. Stuxnet is important mostly because it demonstrated that it is indeed possible to perform attacks against critical infrastructure and even infrastructure not connected to the Internet. Quite recently, it was announced that the USA and Israel were behind Stuxnet, and the intention was to attack Natanz, an Iranian power plant [49] . Natanz was indeed attacked, but a minor bug in the Stuxnet exploit made Stuxnet go "in the wild" and hit several other systems worldwide.
Another recent attack, Night Dragon [50], was identified in November 2009 as an attack targeted at the energy sector. The goal was harvesting of sensitive information related to competitive proprietary operations and financial details regarding field bids and operations. A similar attack was also discovered in Norway 2 years later [51] ; 10 large companies within defense, oil, and energy experienced industrial espionage attacks where communication were being monitored, and the goal was to capture sensitive information. These two cases did not specifically target automation and control systems, but it shows that the energy sector is an attractive target for attackers, and smart grids imply that the attack surface increases; there will be more ways of attacking a company or the industry as a whole, subsequently causing damage that impact larger parts of the society.
Duqu and Flame are two pieces of malware that have similarities to Stuxnet, and researchers therefore believe that all three of them were created by the same authors [52] [53] [54] . They were detected in September 2011 and May 2012, respectively, but they are both believed to date from 2007. Duqu is a reconnaissance tool, and Flame is an espionage tool, and both have Iran's nuclear program as the main target, just like Stuxnet did. Flame has hit private companies, academic institutions, governmental systems, and home users, not automation and control systems specifically. It has been around for a long time without being detected; antivirus suppliers have therefore not provided any functionality for detecting nor removing a Flame infection [?] .
Flame and its relatives represent the kind of threats that the power industry need to be prepared for. A planned and directed attack towards the industry should be assumed to comprise attempts to cause physical damage together with attempts to gather confidential information.
NOT JUST NEGATIVE PROSPECTS
Information security is more often seen as a limitation than an enabler. This might be due to the nature of security; there is usually a trade-off between security and properties such as functionality, user-friendliness, performance, efficiency, and cost. Still, the fact is that many services cannot be set to life without at least a basic level of security. In the case of smart grids, which is a critical infrastructure, or more correctly a combination of two critical infrastructures (power and ICT), information security issues must be addressed appropriately.
When critical information security challenges are overcome, the smart grid represents a huge potential for the industry. It will provide for more efficient management of the grid, real-time monitoring of demand response, efficient error detection and repair, and the possibility of affecting end users' energy consumption in such a way that a major investment in upscaling the grid capacity may be avoided, or at least postponed. End users may contribute to environmental advantages if they are able to exploit the smart grid in the right way; with more correct billing-a clear connection between consumption and the bill-they might reduce their total consumption, and they may take part in power production by having their own windmill, solar panel, or the like, and hence contribute to increasing the amount of renewable energy.
It is easy to point out many challenges, both security-wise and other, when talking about smart grids. However, when two or more scientific fields meet, there are great possibilities ahead. Cross-discipline cooperation makes people see their own field in new ways, which can lead to results and innovations that otherwise would not be discovered.
CONCLUSION AND FURTHER WORK
Successfully adapting good ICT security practice to power automation, distribution, and control systems, while at the Securing smart grids-not just a plain consultancy exercise M. B. Line same time fulfilling the current requirements for power grid operation, is a huge step in the direction of successfully securing the smart grid. Local adjustments are however needed in order to comply with existing solutions and local laws and regulations. Still, there are smart grid-specific challenges that need to be addressed that are not possible to solve through existing measures.
Technical measures are not sufficient for obtaining secure smart grids. Increased understanding, knowledge, and awareness are needed among both ICT staff and power automation staff. They need to cooperate more extensively than today, and they need to understand each other's mindsets, terminology, needs, and information security objectives. The whole organization needs to be onboard, and organizational and cultural changes cannot be bought. Neither should they be expected to have a "quick fix"; a careful and long-term approach is required. Otherwise, there is a risk of ending up with two opposites-the ICT people and the power automation people-both fighting for their views and their priorities, and both being afraid of being redundant. The top management must recognize organizational and cultural measures as a major priority area and lead the way by truly showing that collaboration and mutual understanding is needed in order for smart grids to be a success.
Securing the smart grids is therefore not just another security project. It takes more than time and money to succeed.
A large part of smart grid research today concerns AMI specifically, even though there are many uncertainties ahead regarding smart grids: are the smart meters a kind of a smart grid, will there be more to it, when will the concept of smart grids be achieved, who will do it, what are the benefits, and so on. AMI is just the beginning of the smart grid roll-out. While the industry fully focuses on implementation of the AMI, researchers should contribute looking forward to what comes next.
We plan to study how ICT security incidents are being detected and responded to-both by technical measures and by human actions-and how the aftermath is handled-information sharing, lessons learned, and how experiences are transferred into the overall work with information security in companies operating power automation and control systems. This must be studied with respect to both ICT systems and the power automation and control systems in order to identify cooperation, possible synergy effects from future cooperation, and the management system in general. This will require a socio-technical approach, as the field of research is neither only technology nor man but indeed a combination of the two. It will be impossible to improve anything without addressing both. The results of this work will hopefully contribute to efficient and successful incident management in smart grids environments, where the worlds of ICT and automation meet.
